RANDY MALVOISIN

Cloud Security Professional | Identity & Access Management
randya.malvoisin@gmail.com | randymalvoisin.com | linkedin.com/in/rmalvoisin

PROFESSIONAL SUMMARY

Cloud security professional with 5+ years securing identities, endpoints, and networks across Microsoft Azure and hybrid
environments, specializing in identity and access management. Led an Active Directory to Microsoft Entra ID migration, deployed
FIDO2 phishing-resistant MFA organization-wide, and resolved 6,000+ security incidents a year across 50+ client environments.
Builds and automates identity controls across Okta, Entra ID, AWS, and Google Cloud. Microsoft Certified SC-300 and AZ-104; Okta
Certified Administrator.

CORE COMPETENCIES

Identity & Access Management: Microsoft Entra ID, Okta, Active Directory, SSO, SAML 2.0, OAuth 2.0/0IDC, Federation,
Conditional Access, FIDO2/Phishing-Resistant MFA, RBAC, Least Privilege, Privileged Access Management (PIM/PAM), Identity
Lifecycle (JML), Access Reviews

Cloud Security: Microsoft Azure (Defender for Cloud, RBAC, Managed Identities, App Registrations), AWS (IAM, IAM Identity
Center, CloudTrail), Google Cloud (Cloud IAM, Workforce Identity Federation)

Security Operations: Microsoft Sentinel, Splunk, CrowdStrike, SentinelOne, Carbon Black, Incident Response

Automation: PowerShell, Microsoft Graph, Okta Management API, Okta Workflows, Power Automate, Python

Compliance: HIPAA, Audit Documentation, Risk Assessment

PROFESSIONAL EXPERIENCE

Senior IT Support Specialist - Identity & Access Management April 2025 - Present
Threshold Rehabilitation Services | Reading, PA
e Led the migration of on-premise Active Directory to Microsoft Entra ID, centralizing identity for 300+ users and enabling single
sign-on (SSO) to cloud applications.
e Deployed FIDO2 phishing-resistant MFA organization-wide, reducing credential-based security incidents and hardening the
organization’s authentication posture.
e Registered and configured 20+ enterprise applications in Microsoft Entra ID, integrating them through OAuth 2.0 and OpenID
Connect (OIDC) for secure, centralized sign-on.
e Designed and deployed 10 Conditional Access policies in Entra ID, enforcing MFA and access requirements across users, cloud
applications, and admin roles.
o Lead identity administration and IT operations with a team of 2 technicians supporting 300+ users across cloud and on-premise
environments.
e Built 10+ Power Automate flows that automated manual administrative and data-entry workflows, making processing 20%
faster; documented each build with a troubleshooting runbook for reuse.

Senior Security Analyst September 2022 - April 2025
Netrix | Remote
e Investigated and resolved 6,000+ security incidents annually, including unauthorized access, credential compromise, and
account takeover, across 50+ client environments.
e Monitored authentication activity and detected anomalous access behavior using Microsoft Sentinel, CrowdStrike, Elastic EDR,
and Carbon Black.
e Used Microsoft Defender for Cloud to assess security posture and remediate cloud misconfigurations across client Azure
environments, and built Conditional Access policies to harden client sign-in controls.
e Engineered 100+ threat detection rules and dashboards, improving visibility into identity and security events and reducing
investigation time by 30%.
e Built and maintained 30+ security and access-control runbooks that automated account lockdown and access revocation,
cutting average resolution time by 25%.
e Performed risk assessments on 100+ business applications and systems, identifying and remediating high-risk access and
configuration findings.
Security & Network Operations Engineer January 2021 - June 2022
Omega Systems | Reading, PA

e Administered Active Directory and Azure AD (Entra ID) identities, group policies, and user access permissions for managed
client environments.


https://randymalvoisin.com/
https://linkedin.com/in/rmalvoisin

e Investigated and responded to security incidents, alerts, and suspicious network activity using SIEM platforms, resolving 100+
incidents monthly at 95% SLA compliance.

e Managed endpoint security protecting 750+ workstations and servers from malware and unauthorized access.

e Administered firewall policies, NAT rules, ACLs, and traffic filtering to enforce network security controls across multiple client
sites.

CLOUD SECURITY & IAM PROJECTS

Microsoft Entra ID & Azure Identity Lab | SC-300 skills outline, self-built tenant
e Built a secured tenant with a verified custom domain, cloud-only break-glass accounts, least-privilege admin roles in place of
standing Global Admin, a documented tenant baseline, and a Hyper-V network of DC, server, and client VMs.
e Built a secretless Azure Automation runbook that reads Blob Storage using system- and user-assigned managed identities, and
diagnosed Azure RBAC 403 vs. 404 errors and revocation propagation delays.
e Federated Salesforce with Entra ID via SAML (IdP- and SP-initiated), resolving Entity ID, sign-on URL, and NamelD-to-Federation
ID mapping failures.

Okta Identity Engineering Lab | 13 labs, Okta Identity Engine
e Restricted FIDO2/WebAuthn enrollment to approved hardware by AAGUID, required phishing-resistant step-up MFA for a
sensitive app with a catch-all deny rule, and closed a Global Session bypass gap with a layered design of attribute-based groups,
a safe fallback rule, and a break-glass account.
e Automated birthright access with custom profile attributes, Okta Expression Language, and Group Rules; wrote PowerShell
scripts against the Okta Management API for user creation, deactivation, and a 90-day inactive-account report; built event-
driven onboarding in Okta Workflows.

AWS Identity & Access Lab

e Federated AWS IAM Identity Center with Okta and Entra ID for SSO into AWS accounts, mapping IdP groups to least-privilege
permission sets.

e Enforced least privilege with IAM roles, permission boundaries, and deny guardrails, and audited access with IAM Access
Analyzer and CloudTrail.
Google Cloud IAM Lab

o Configured Workforce Identity Federation from Entra ID so users sign in to Google Cloud with their corporate identity, with no
separate Google accounts.

e Replaced service account keys with short-lived impersonation, applied project-level custom roles, and reviewed access with
Policy Analyzer and Cloud Audit Logs.

CERTIFICATIONS

e Microsoft Certified: Identity and Access Administrator Associate (SC-300) | Azure Administrator Associate (AZ-104)
e Okta Certified Administrator | SailPoint Certified IdentityNow Engineer/Professional
e AWS Certified Cloud Practitioner | ITIL 4 Foundation | CompTIA Security+, Network+, A+, Project+

EDUCATION

Bachelor of Science, Information Technology — Western Governors University



